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O QUE E FORTICLIENT?

&
Endpoint/loT
Visibility,
Control, and
Compliance

CASOS DE USO ‘

MODULOS ALINHADOS ‘
COM CASOS DE USO

Fabric Agent

o

Secure Remote
Access

VPN, Single
Sign On, and
Zero Trust

Network Access
(ZTNA)

Advanced
Endpoint

Protection

Endpoint
Protection
Platform (EPP)
and Advanced
Threat
Protection (ATP)




QUAIS PROBLEMAS O FORTICLIENT RESOLVE?




FABRIC-INTEGRATED ENDPOINT SECURITY :

Visibilidade de Endpoint

Zero-Trust Access

Telemetria de Endpoint
Postura de Seguranca
Escaneamento de Vulnerabilidades

Control de Acesso Dinamico

Agrupamento Dinamico
Suporte baseado na intensao
Segmentagao

Prote¢ao Proativa

ML-Based AV
Integragao com Sandbox

. . <>
Anti-exploit ﬂ U
Contengao Automatizada L

FortiClient FortiClient EMS




VISIBILIDADE DO RISCO ATRAVES DA TELEMETRIA

» Informacdo do Dispositivo
» Sistema Operacional

> Correlaciona multiplos MAC _ e i A
I
» Status do FortiClient =
> Vulnerabilidades de Endpoint 3
» Usuarios logados
mf-

» Avatar dos usuarios

» Social IDs

i\

» Online / Off-line

» Eventos e Logs dos Endpoints



DASHBOARD DE VULNERABILIDADES

Current Vulnerabilities Summary
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Top 10 Vuinerabilities

B Firefox SVG Animation Remote Code Execution

B Security update available for Adobe Reader APSB17-01

W Security Update for Group Policy

B Security Update for Microsoft Graphics Component

M Security Update for Microsoft RPC

W Security Update for Microsoft Windows to Address Remote Code Execution

W Security Update for Microsoft XML Core Services

W Security Update for Netlogon

B Security Update for Windows Print Spooler Components

M Security Update for Windows Shell
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DASHBOARD DE VULNERABILIDADES

Endpoint Vulnerability

@ Critical Vulnerabilities [[EIEYNN

Vulnerability Name ¥ 2 FortiGuard ID ¥ & CVEID v2 Category Y2 Affected Endpoints ¥ Patch Type v
B Cumulative Security Update for Internet Explorer 1492 CVE-2016-0178 os 3 t
M Firefox SVG Animation Remote Code Execution 31801 CVE-2016-9079 Browser 3
' B Sandbox restrictions not applied to nested frame elements 26051 CVE-2016-3223 AntiVirus 2
| W Security update available for Adobe Reader APSB17-01 38632 CVE-2017-2939 os 2 Scheduled
W Security Update for Group Policy 37na CVE-2016-0168 os 1 Scheduled
W Security Update for Microsoft Graphics Component 26256 CVE-2016-0178 os 1 Scheduled
W Security Update for Microsoft RPC 26251 CVE-2016-0147 os 1 Scheduled
‘ W Security Update for Microsoft Windows to Address Remote Code Execution 25909 CVE-2016-3228 os 1 Scheduled
' B Security Update for Microsoft XML Core Services 26284 CVE-2016-0179 os 1 Scheduled
{ W Security Update for Netiogon 24052 CVE-2016-0124 os 1 Scheduled
‘ W Security Update for Windows Print Spooler Components 24104 CVE-2016-0165 os 1 Scheduled
B Security Update for Windows Shell 24125 CVE-2016-1245 0s 1 Scheduled
‘ M Security Updates Available for Adobe Acrobat and Reader APSB16-09 24145 CVE-2016-1346 os 1 Scheduled
‘ W Security Update for Adobe Flash Player 24184 CVE-2016-1525 os 1 Scheduled
B Security Vuinerability CVE-2016-5183 for Google Chrome 31872 CVE-2016-5183 Browser 1 Scheduled
' B Security Vuinerability CVE-2016-5182 for Google Chrome 31876 CVE-2016-5182 Browser 1 Scheduled
‘ B Ul selection timeout missing on download prompts 26255 CVE-2016-0146 AntiVirus 1 Scheduled
| W Use after free mutating DOM during SetBody 22566 CVE-2016-0139 AntiVirus 1 Scheduled
‘ B WebGL content injection from one domain to rendering in another 27578 CVE-2016-0274 AntiVirus 1 Scheduled




INVENTARIO DE SOFTWARE

- . " .
=« FortiClient Enterprise Management Server - In

© Dashboard > Top Vendors Top App Category Top Apps by Bandwidth

[0 Software Inventory N @ 6 "‘ == G a a ﬁ @ u
Google + Skype Twitter

Installed Software Total Vendors Adobe  Microsoft  Google SocialMedia  Collaboration  General. Interest

Vendor

Host

LD Endpoints >

SRS > "B Photoshop CC (2017) 20170425.1.252 x64 2017-08-22 5

8 Gateway IP list > Bl Wustrator CC (2017) 2110 2017-08-21 4

© System Settings > M inDesign CC (2017) 12.1.0.56 Build 2017-08-21 4

2 Administration > [l Acrobat DC 2017.009.20058 2017-08-21 4
8 Microsoft €@ | 3
P PowerPoint (2011) 15.23 (160611) 2017-08-22 12
3 Microsoft Office Professional 2016 15.23 (160611) 2017-08-21 12
B Skype 7.58(501) 2017-08-21 12

60.0.3112.113 2017-08-21

© FortiClient 560 2017-08-21
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@ Angry Bird Fight




SECURITY RATING

FortiGate 2000E HA: Master
@ Dashboard >  Security Rating
Security Fabric N Security Control Results Severity of Failed Security Controls core =1,794.6
’ X
Physical Topology i W Passed = O Medium AT @ FortiGate
i W Faied \\\ @ righ B FortiSwitch Ran: 2 hour(s) and 42 minute(s) ago
Logical Topology . W Uniicensed A B Critical oy 0 FortiAP
B \ ’ oo
(@ Unmet Dependencies W | @ FortiManager
Automation / | |
Setiogs / ’ E——
Fabric Connectors Yy )
N Al -
™ FortiView > ===
+ Network > [ search Q Faled @ Export~
© System > Compliance = Security Control = Devices * Result + Security Control Details
B Policy & Objects > ©
@ Security Profiles ¥ O EndpointMa ™ © ::::: Security Control to see
Q VPN > Endpoint Registration | Faied |
& User & Device > Intertaces which are classibed 25 “LAN" and are used by 3 policy should have DCFW
Fort Telemetry enabled
® WiFi& Switch Controller > & srw.PRI ED @
& ISFW_ENG
i Log & Report >
© Monitor > FortiClient Protected [~ Fated |
A supported devices should be regatered vaa Fort:Chent
FortiClient Vulnerabilities | Faiied |

Al regitered FortiClient devices shoukd Nave no critical vudner abities

(2 Fabric Security Hardening (SH) €D

Valid HTTPS Certificate - Administrative GUI | Faied |

The admunstrative GUI should be using 3 vald and secure certificate
Security Rati

FSBP SHO4.2 Valid Certificate - IPsec Tunnels
1Psex tunmels should be using valid and secure certificates.




CONTROLE DE ACESSO DINAMICO (INTENT-BASED
SEGMENTATION)

CASOS DE USO: BLOQUEIA O ACESSO PELO RISCO DE SEGURANCA DO ENDPOINT
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Internet

[ @m 90 Engineering intranet
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Group: Sales




CONTROLE DE ACESSO DINAMICO (INTENT-BASED @
SEGMENTATION)

CASOS DE USO: ACESSO BASEADO NOS GRUPOS DO AD

Internet

: ‘[ @ntO Engineering intranet
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IE:E. N _ — — — Sales Segrrent— - @ Sales intranet

Y o
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FortiClient EMS ,/ FortiGate
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User: Kate User: Jenny
Group: Sales Group Sales




ACESSO REMOTO SEGURO

Endpoint Protection Platform (EPP)
App FW, Anti-malware, Anti-exploit, Web Filtering

e Advanced Threat Protection

Sandbox Integration
Secure Remote Access
SSL & IPSec VPN, SSO, and ZTNA

Fabric Agent
Visibility, Quarantine, Vulnerability, App Inventory

=

()

+* SUPORTA:
» Secure Sockets Layer (SSL)
» Virtual Private Network (VPN)
» Single Sign-On
» Zero Trust Network Access (ZTNA)



ACESSO REMOTO SECURO

ZTNA '{l‘j Multi-Factor Authentication Single Sign On

(MFA) (SSO)
- LDAP/

Active
Directory

ZTNA
’ o
Fmance

’\4 Finance
~ Database

ke ZalalN

FortiGate  FortiAuthenticator

user ﬁj
FortiToken

SSO

Finance Intranet
Auto-connects using an encrypted pipeline by way of ZTNA
Supports SSL and IPsec VPN

Dynamic VPN gateway selection, and split tunneling
Additional layers of security with two-factor authentication

Single-sign-on agent supports FortiAuthenticator




DEFESA PROATIVA DO ENDOPOINT

Endpoint Protection Platform (EPP)
App FW, Anti-malware, Anti-exploit, Web Filtering

Advanced Threat Protection

Sandbox Integration

a Secure Remote Access
SSL & IPSec VPN, SSO, and ZTNA

Fabric Agent
Visibility, Quarantine, Vulnerability, App Inventory

()

» Compact Pattern Recogntion
Language (CPRL)
* Uma engine anti-malware
baseada em padrdes
» Anti-Exploit
» Web Filtering
» Firewall de aplicacdo
» Integracdo com Sandbox



DETECTA E BLOQUEIA MALWARES E AMEACAS AVANCADAS

Anti-Malware
Engine Anti-Malware baseada em padrdes
Detecta Malware Poliféormicos
Bloqueia canais de ataques conhecidos e websites maliciosos
Analise Big Data, Machine Learning e inteligéncia artificial na nuvem

Anti-Exploits
* Deteccao baseada em comportamento
* Pode detectar malware e ransomware avancados

* Prevé ataques que aproveitam PowerShell e outros scripts

Integracao com Sandbox

* Detecta Malware avancado ou customizado

e Submissdao automatica de arquivos para analise
* Compartilhamento inteligente de ameacas




INTEGRAGCAO AVANGCADA COM SANDBOX

FortiClient Enterprise Management Server

Workgroups

3 Google Domains

4 Quarantine Management
€ Software Inventory

8 Endpoint Profiles

(8 Profile Components
(8 Gateway Uists

W Administration

© System Settings
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Unregistered

Prs Endpoint Profle ¥ 3

1721723203  © installer

% Config
QGateway P List
4 instaler

3 Config

* Gateway P List
Instalier

% Conig

0 Gateway P List

O Instaler

© Config
Gateway P List

172.28.1.108

172187240

172281225

Vuinerability Events

Endpoint Summary Sanbox Events AntiVirus Events

Detection Foename Ratng
£ Aug 28 2018 15:47:05 6666xp.exe A High Risk
) Aug 28 2018 15:46:21 6666xp.exe A High Risk
£9 Aug 22 2018 11:59:49 Destinations 4_2018 A High Risk
£9 Aug 22 2018 10:42:39 Product_Brief_TrapX_ A High Risk
€3 Aug 22 2018 10:39:33 Data-Sheet_Deceptio A High Risk
£9 Aug 22 2018 10:00:51 PR1510015312EN N, A High Risk
£9 Aug 22 2018 09:07:29 lusive_Brochure pdf A\ High Risk

2 Devices
Out of Sync

3 Devices
Not Compliant
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Endpoint Connection Y ¢

4 vevices

Security Risk

Compliance ¥

& FortiTelemetey to FOT (FGTI445456765)

1) Managed by EMS

& FortiTelematey to FOT (FGT1345653678)

D Managed by EMS

& FortiTelemetey 1o FGT (FGT3762286377)

) Managed by EMS

D FortiTelemetey to FOT (FGT7445654334)

D Managed by EMS

Web Filter Events

Maware

W32/Filecoder_GandCrab.Bitr

W32/Filecoder_GandCrab.Bltr

System Events

Source

9261155214

9261155214

172271102

172281102
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172281102

172281102

o
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192.168.199.8

1921681998

152.195.32.39

104.197.178.196

109.73.237.92
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62219.58.137
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WEB FILTERING E FIREWALL DE APLICACAO

s Web Filtering

>
>
>

Seguranca Web e Filtro de conteudo

Politica de uso web aceitavel

Suportado por Windows, Mac, Chromebook,
Android e 10S

75+ Categorias

Categorias consistentes como no FortiGate

+» Firewall de Aplicagdo

>

>

Monitora e controla o trafego das aplicacdes por
categoria

Bloqueia o trafego de aplicacdes nao desejadas
tais como Botnet e mineragao

Suportado por Windows, Mac, Chromebook,
Android e 10S

75+ Categorias

Controla aplicativos proxy e aplicativos de
mensagens HTTPS, tais como Web Mail



GERENCIAMENTO CENTRALIZADO COM EMS

+* ENTEPRISE MANAGEMENT SERVER
» Configura, implanta e gerencia o FortiClient
» Integra com LDAP e outros sistemas
corporativos
» Monitora endpoints em tempo real
» Resumo das ameacas, notificacdes e alertas
» AcGes Remotas
» Anti-malware scanning
» Escaneamento de vulnerabilidades
» Quarentena de Endpoints
» Inventdrio de software
» Gerenciamento de arquivos em quarentena
» Altamente escalavel







