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O o3
Preparando o ambiente

Para esse outro tipo de VPN, vamos utilizar o acesso de um terminal conectado na nuvem de internet.
Para isso, adicione um elemento do tipo webterm na topologia:

& VPN - GNS3
Eile Edit View Control Node Annotate Tools Help

B OB>)> BC FmIc

All devices (3
|F| - webterm-1
ITer
\
ATM switch

E Chromium

| 4
‘ Cisco ASAv

g Cloud
@ Ethernet hub

@ Ethernet switch

.. Windows 10 w/ Edge

2 WordPress

&) ZeroShell 393

Usuariol

Interno - 10.0.0.3] (

Para fins de organizagdo, altere o hostname para usuario3 e também o icone para um computador:

(F_

Faca sua conexdo com a nuvem de internet e também uma anotacdo para marcar os enderecos de IP que iremos

adicionar aos elementos usuario3 e seu respectivo endereco na nuvem de internet:
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200.10.0.254

Clique com o bot#o da direita sobre o usuario3 e, em seguida, em “Configure”:

usuario3

b |

Configure
>_ Console
>2 Auxiliary console
P Start
[ Suspend
B stop
C Reload
B Custom console
[4] Change hostname
l:; ¥ Change symbol
Duplicate

(@ Show node information

& Show in file manager
4 Bringto front
E Import config
. E Export config

Na sequéncia, clique em “Edit” para alterar o endereco IP:
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& Node properties ? X

usuario3 configuration

General settings | Advanced | Usage

Name: |usuario3 |
Start command: | |
Adapters: 1 12
Custom adapters: | Configure custom adapters |
Console type: | vnc ~ | || Auto start console

VNC console resolution: | 1024x768 -
HTTP port in the container: | 80 |
HTTP path: |.-' |
Environment variables:

(KEY=VALUE, one per line)

Network configuration |:§ Q Edit _) |

| Reset | [ ok | comcel || appy |

Agora, basta remover o comentdrio # daslinhas correspondentes e alterar o enderecamento IP:
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e: usuario3 interfaces

=
=

# This is a sample network config uncomment lines to configure the network

=

for ethd

auto eth0
iface eth0 inet static

address 200.40.0.1

netmask 255.255.255.0

gateway 200.40.0.254

up echo nameserver 200.40.0.254| > fetc/resolv.conf

# DHCP config for ethD
# auto eth0
# iface eth0 inet dhep

Clique em Save e, em seguida, Apply e OK para fechar a janela:
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& Node properties ? X
usuario3 configuration
General settings | Advanced = Usage
Name: \usuario3 |
Start command: | |
Adapters: [1 12
Custom adapters: | Configure custom adapters |
Console type: | vne v | Auto start console
VNC console resolution: | 1024x768 - |
HTTP port in the container: | 80 s
HTTP path: \ |
Environment variables:
(KEY=VALUE, one per line)
Network configuration | Edit |
——— ...

Reset | OK I} | Cancel

Cloy =

Digite I para entrar na opcdo IP Manager:

>_ Console

P Start

Suspend
I stop
C Reload
Custom console
[%] Change hostname
4 Change symbol
Duplicate
(@ Show node information
& Show in file manager
4 Bring to front
=3 Raise one layer
=* Lower one layer

a Lock item

@ Delete
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E QEMU (Internet) - TightVNC Viewer
= g
SEHED I S = A AL @ Q @ e |

0 S HELL Net Services 3.9.3 April 26, 2020

Hostname :@ zeroshell.example.com
CPU (1) : QEMU Virtual CPU version 2.5+ 3315MHz
Kernel i 4.14.83-2

Uptime : 0 days, 00:00 : admin
Profile : DEFAULT PROFILE

COMMAND MENU

{A> Installation Manager Change admin password

{D> Profile Manager (T> Show Routing Table

<S> Shell Prompt (F> Show Firewall Rules
Reboot > Show Network Interface
Shutdown Fail-3 > Mode
Utilities
WiFi Manager

Digite A para adicionar um IP em alguma interface:

Intel Corporation 82540EM Gigabit Ethernet Controller (rev
Status: No link detected

Intel Corporation 82540EM Gigabit Ethernet Controller (rev
Status: No link detected

- O

22:39

Memory : 249108 kB L 7192.168.0.75

Load - J. 0. 0O . zeroshell

03)

03)

Default Gateway: none

COMMANDS

{A> Add IP address )> Delete IP addre
Mod1iy IF add 3 et Default Gateway
Change Interface status > Dynamic IP configuration
Show Info (0> Quit

A seguir, preencha o prompt de menus com as informagoes. Vamos adicionar o IP 200.40.0.254 e mascara 255.255.255.0

na interface ETHO03:
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| = QEMU (Internet) - TightVNC Viewer - a X |

BEEER N S| Ao Al @ Q @ e |
S Full Duplex

( 0.10.0.254 ~ 255.255.255.0

oration 82540EM Gigabit Ethernet Controller (rev
OMb/s Full Duplex

255.255.255.0 (up)

ETHOZ ' Z540EM Gigabit Ethernet Controller (rev 03)
. : Full Duplex
255.255.255.0 (up)

ETHO3 Intel Corporati 82540EM Gigabit Ethernet Controller (rev 03)
Stat 10 Full Duplex

Default Gateway: none

COMMANDS
A> Add IP addre 1 Jelete IP address
M> Modify IP address :t Default Gateway
3> Change Interface status > Dynamic IP configuration
Show Info <> Quit

Pressionando Q podemos fechar esse menu.

Na sequéncia, vamos configurar uma access-list no firewall, permitindo que o usuario3 faca conexao nos recursos

internos da Empresa A.

Abra a interface grafica do firewall, clique em Configuration e, em seguida, Firewall:
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Cisco ASDM 7.8(1) for ASA - 10.10.0.1
File View Tools Wizards Window Help

& ere@ cotoesiB 3 s

" Device List | Bookmarks | B
| Device List S 8 X
g Add [J Delete & Connect

Find: | Go

-8 20.20.0.1

.54 Ethertype Rules

[l Public Servers

(- ¥8L URL Filtering Servers

Threat Detection
Identity Options
Identity by TrustSec

¥

Selecionando a opgdo Access Rules, clique sobre a interface Outside e, entfo, em Add:

Cisco ASDM 7.8(1) for ASA - 10.10.0.1 - X
File View Tools Wizards Window Help [rrve bk o search thale
) L} L}
@ Home | &% Configuration E”]Mmhomg [ s2ve GR.eﬁsh‘osa:k © Forward ?Heb cisco
" Device List | Bookmarks | " Addresses | Services | Time Ranges |
‘—thi Sl I@Edt.m\et&lf ‘l.x.‘.-‘QFndﬁagramgﬁmort-d’dearms 8 show Log I Packe |— g8 x|
& Add ] Delete & Connect % Add ~ B Edit fff Delete| & WhereUsed Q NotUsed
Source Criteria: Destination Criteria:
[Find: Go # 3 Enabled Filter: Filter |Clear|
m— Source User Security Group Destination Secul l_l_‘
-8 20.20.0.1 = ¥ Inside (1implicitincoming ruie) Name At
2 2 @ Any less secure ne... =) Network Objects
Outside (2incoming ruies) @ any
E = 200.20.0.1 @ any - @ anys
y 1 = ] B 20301 @ any @ any6
y 'ﬁ ss Rules ~ 5% mart (0 impiicitincaming rules) 2 Inside-network/24
[~ A = t-network/24
I & 5% Global (1 mplcit e £} mom
@, Service Policy Rules '1’ ¢ ) = Outside-network/24
g AAARUes @ any @ any ® 200.40.0.1
228 Filter Rules i e
B Ethertype Rules | ) Empre
@ publc servers - afl NETWORK_0B1_10.0.0.0_24
¥BL R Filtering Servers f NETWORK_OBJ_192.168.0.0_27
&0 Threat Detection = servidorwP
E l:ennly:pﬁms . 12“0.10.&3
¥ Identity by TrustSec
\Ad Atirbustn St i 8, 20022001
8}, 200.30.0.1
&0 Device Setup
Gy
% Remote Access VPN
@ Site-to-Site VPN
< >
@ Device Management
» Apply Reset Advanced... |
| /admin 15 1= | | | |I@ 205720 23:20:29 uTC

Agora, clique sobre o icone ... em frente ao objeto de “Source”:
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[ Add Access Rule X

Interface: Outside |

Action: (@ Permit () Deny

Source Criteria

Source: lany

User: ‘

Security Group:

Destination Criteria

Destination: {any |_‘
Security Group: H
Service: (: B
Description:

[ Enable Logging

Logging Level:  Default v

More Options ¥

[[ox ] cancel || e |

Na nova janela, clique em Add e Network Object:

m Browse Source

‘ ~| B Edit [ D™ | Q WhereUsed Q NotUsed

& Network Object,  |Fiter|Clear

@ Network Object Attributes...
& Network Object Group...

- ! ! ! | | | |

@ any4

Netmask Agent Name Attribute Type  Attribute Value Description Object NAT Addr...

@ any6

@ Inside-network 10.0.0.0 255.255,255,0
@l mgmt-network  10.10.0.0 255.255.,255.0
& Outside-net... 200.10.0.0 255,255.255.0
-8} 200.10.0.3 200.10.0.3

200.20.0.1

200.30.0.1

200.40.0.1

20.0.0.0 255.255.255.0

10.0.0.0 255.255.255.0

192,168.0.0 255.255.255.224

10.0.0.3 200.10.0.3

Source -> any

Preencha a criacdo do objeto com as informagdes de IP do usuario3 :

https://cursos.alura.com.br/course/seguranca-redes-protegendo-dados-vpn/task/77923

9/13



01/07/2020 Segurancga de redes: Aula 5 - Atividade 3 Preparando o ambiente | Alura - Cursos online de tecnologia

[Ey Add Network Object X
< 10.0.0.0 Name: [muaioB
. 10.10.0.0 :
200.10.0.0 TYPS: Host v
200.10.0.3 1 version: @wPva (1P
200.20.0.1
200.30.0. [PAddress: |200.40.0.1
200.40.0.1 Description: | I |
20.0.0.0
10.0.0.0
192.168.0,
10.0.0.3

NAT ¥

o [ o | [ Wb

*’” Name: usuario3 IP Address: 200.40.0.1 ***

Na janela de criacdo, dé um duplo clique sobre o objeto que acabamos de criar (usuario3) e ele deve ir direto para o

campo de “Source”. Clique em OK ao final:

[ Browse Source X

% Add ~ (& Edit I Delete | Q WhereUsed Q NotUsed

Filter:  |Filter|clear
Name ~ 1 IP Address Netmask Agent Name Attribute Type  Atfribute Value  Description Object NAT Addr...
[=-Network Objects
@ any

@ any4
- @ anys
,ﬂ Inside-network 10.0.0.0 255.255.255.0
#@ mgmt-network  10.10.0.0 255,255.255.0
ﬂ Outside-net... 200.10.0.0 255.255.255.0

-8} 200.10.0.3  200.10.0.3
8} 200.20.0.1 200.20.0.1
8} 200.30.0.1  200.30.0.1

- 3 200.40.0.1  200.40.0.1

g ﬂ EmpresaB 20.0.0.0 255,255.255.0
# NETWORK_... 10.0.0.0 255.255.255.0
ﬂ NETWORK_... 192.168.0.0 255.255,255.224
- servidorWP 10.0.0.3 200.10.0.3
- 3 Inside
&3 mgmt
- [ Outside
Selected Source

| source > | usuario3 |

o, ] [

Confira se o objeto foi adicionado ao campo “Source” e clique em OK novamente para criar a regra:
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[E) Add Access Rule

Interface:

Outside

Source Criteria
Source:

User:

Action: (@ Permit () Deny

X

Security Group:

Destination Criteria
Destination:

Security Group:

[
{=r

Description:

[/] Enable Logging

More Options

Logging Level: |Default v

Para efetivar a criacdo da regra, clique em Apply, e entdo as alteracGes serdo aplicadas ao firewall:

Cisco ASDM 7.8(1) for ASA - 10.10.0.1 - X
File View Tools Wizards Window Help frye ok o search thal
L} L} L
@ Home | & Configuration EMomomg B Qmﬁsh|°sa:k @ romard | D reb cISco
" Device List | Bookmarks | " Addresses | Services | Time Ranges |
Device = =u
‘ T RN % Add - (& Edit ] Delet| 4 ‘|£%.v‘QFﬂdEl)iaqrangEmortvﬁdealmsES'W«LogQPad(e [ 3 & x|
4 Add [ Delete 8 Connect % Add ~ [ Edit ] Delete| @ Where Used Q NotUsed
Source Criteria: Destination Criteria:
Find: Go = Enabled Filter: |Filter|Clear|
ST ™]10.10.0.1 [ N— Source User Security Group Destination Secu
= 20.20.0.1 £ ¥ Inside (1implicitincoming ruie) Name i
j! @ any @ Anyless secure ne... =-Network Objects
= B Outside (3incoming rules) @ any
B 8}, 200.20.0.1 @ any @ anys
 Firewall asl |, M g am0m01 @ any @ any6
o A I S N N C TR | | e et
NAT Rules . - @l mgmt-network/24
+ 5% momt (0 implicit incoming rules) T
Q Service Policy Rules M Outside-network/24
= 5% Global (1implicit rule) R
i, 224 Rukes = 200.40.0.1
22 Fiter Rules 1 @ any @ any o8 Empresas
B Ethertype Rules -l Empre:
8 Public Servers - & NETWORK_0B]_10.0.0.0_24
URL Filtering Servers -l NETWORK_OBJ_192.166.0.0_27
&) Threat Detection 8 servidorWP
et s
lentity by TrustSec H
Bt vad Atteke s Bomrt v S 201
B 200.30.0.1
&D Device Setup - B usuario3
€l el
@g Remote Access VPN
ﬁ Site-to-Site VPN
< >
@ Device Management
» Reset Advanced...
admin 15 =1 | 8| [21/05/20 23:30:19UTC

Nao esqueca de clicar em Save para garantir que as alteragOes serdo salvas na memdria do firewall:
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Cisco ASDM 7.8(1) for ASA - 10.10.0.1 - X
File View Tools Wizards Window Help frove ok tosearch C b
B L} L} L
@ Home | & Configuration rj] Monitoring save )OO Refiesh | Q 5ac Qrorvard| D heo cISCO
| Device List | Bookmarks | " Addresses | Services | Time Ranges |
| TS S % Add - (& Edit ] Delet=| 4 ‘|£%.v‘QFﬂ\dEDiaqrangE\mtvﬁaealmsESthog-ﬂPad(e I a8 x|
4 Add [ Delete & connect % Add - [ Edit i Delete| @ Where Used Q NotUsed
Source Criteria: Destination Criteria:
Find: Go = Enabled Filter: |Filter|Clear]
ST 10.10.0.1 [ E— Source User Security Group Destination Secu
.81 20.20.0.1 2 5 Inside (1implicit incoming rule) Name s
i1 @ any @ Any less secure ne... =)-Network Objects
& .5 Outside (3 incoming rules) @ any
i1 84 200.20.0.1 @ any @ anys
| Firewal ERE {2 M 820301 @ any @ anys
e | e S N TR, | | o e
i NAT Rules = - @l momt-network/24
+ 5% mgmt (0 implicit incoming rules) oA
+Q service Policy Rules 8 Outsidenetwork/24
= 5% Global (1implicit rule) R
K AAA Rules = 200.40.0.1
22 Fiter Rules 1 @ any @ any i g8 Empresan
Ethertype Rules H
i g Public Servers - & NETWORK_0B]_10.0.0.0_24
ML URL Fitering Servers - & NETWORK_OB_192.168.0.0_27
@) Threat Detection B servidorWR
[ e e
= jentity by TrustSec H
VM Abirbustn St v S 201
-2 200.30.0.1
&3 Device Setup - 8 usuario3
B
gg Remote Access VPN
ﬁ Site-to-Site VPN
< >
@ Device Management
» | Apply || Reset Advanced...
admin 15 = 1 1. | |&| [21/05720 23:30:19UTC

Agora ja podemos testar. Abra a console do usuario3 e chame uma péagina Web no enderego 200.10.0.3 para validar o

acesso!

K Configure

=2 Auxiliary console
P Start

" | Suspend

B Stop

C Reload

B2 Custom console

AW Y

[] Change hostname

X4 Change symbol
Duplicate

(@ Show node information

Y

&= Show in file manager
4 Bring to front

] import config

] Export config

[=] Edit config

=; Raise one layer

=

a Lock item

[C] Delete

Lower one layer

r o\
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&
File Edit View | EB .11 TightVNC Viewer -
B 2HER IS s@ma b @aaes| R
In < TurnKey Linux — WordPress - Mozilla Firefox K,

« LogIn ¢ TurnKey Linux — . X | A\ Server Not Found

<« X @ D) & 200.10.0.3

TurnKey Linux — Just another WordPress site

UAesO[Hh @

Welcome to WordPress!

Getting started...

* Login as admin and get blogging!

e Refer to the TurnKey WordPress release notes
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