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Transcricdo

O redirecionamento de links é um problema muito comum em sistemas web tanto é que esse é um problema descrito
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também no Ranking da OWASP disponivel aqui.

No ranking esse tipo de vulnerabilidade ocupa a décima posi¢do. Conforme vimos, através de redirecionamentos é

possivel inserir a URL mais vantajosa para nds e dessa maneira podemos enganar diversas vitimas.

Clicando no item do A10 - Unvalidated Redirects and Forwards somos redirecionados para a seguinte pagina:
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Ad-Insecure Direct
Object References
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A direct object reference occurs when a developer exposes a reference fo an internal implementation object, such as a file, directory,
or database key. Without an access conirol check or other protection, attackers can manipulate these references io access
unauthorized data.
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A5-Security
Misconfiguration

Good security requires having a secure configuration defined and deployed for the application, frameworks, application server, web
server, database server, and platform. Secure settings should be defined, implemented, and maintained, as defaults are often
insecure. Additionally, software should be kept up to date.
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Ag-Sensitive Data
Exposure

Many web applications do not properly protect sensitive data, such as credit cards, tax IDs, and autnentication credentials. Attackers
may steal or modify such weakly protected data to conduct credit card fraud, identity theft, or other crimes. Sensitive data deserves
exira protection such as encryption at rest or in transit, as well as special precautions when exchanged with the browser.
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A7-Missing Function
Level Access Control

Most web applications verify function level access rights before making that functionality visible in the Ul. However, applications need to
perform the same access control checks on the server when each function is accessed. If requests are not verified, attackers will be
able to forge requests in order to access functionality without proper authorization.
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AB-Cross-Site Request
Forgery (CSRF)

A CSRF attack forces a logged-on victim's browser to send a forged HTTP request, including the victim's session cookie and any other
automatically included authentication information, to a vulnerable web application. This allows the attacker to force the victim's browser
1o generate requests the vulnerable application thinks are legitimate requests from the victim.
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A9-Using Compenents
with Known
Vulnerabilities

Components, such as libraries, frameworks, and other software modules, almost always run with full privileges. If a vulnerable
component is exploited, such an attack can facilitate serious data loss or server takeover. Applications using components with known
vulnerabilities may undermine application defenses and enable a range of possible attacks and impacts.
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A10-Unvalidated
Redirects and Forwards

Web applications frequently redirect and forward users to other pages and websites, and use unirusied daia fo determine the
destination pages. Without proper validation, attackers can redirect victims to phishing or malware sites, or use forwards to access
unauthorized pages.
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Nesta pagina verificamos informacdes a cerca desta vulnerabilidade e também meios de prevenc@o. Uma das maneiras

de evitar ataques desse tipo é ndo utilizar redirects e sempre verificar se os redirecionamentos estdo de acordo com o

que foi proposto pelos desenvolvedores do sistema.

https://cursos.alura.com.br/course/seguranca-web-vulnerabilidades-do-seu-sistema/task/22435
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