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O o9
Maos a obra: Forcando senha com o Burp Suite

Agora que implementamos o botdo do Google Recaptcha na nossa aplicagdo, vamos voltar ao Burp Suite para fazermos
novamente o ataque automatizado de forga bruta. O primeiro passo € ir no browser da maquina do Kali Linux e

configurarmos novamente o Proxy para que a requisicdo passe pelo Burp Suite, para isso, clique na aba Preferences
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Na sequéncia, clique na aba Advanced->Network->Settings e configure para ser utilizado o Proxy com o enderego IP

127.0.0.1 e porta 8080, com isso os dados serdo passados pelo Burp Suite. Agora va até o Burp Suite e inicialize-o:

Posteriormente siga os passos até inicializar o Burp Suite. Feito isso, configure a URL das quais queremos interceptar as
requisicdes. Clique na aba Target->Scope, posteriormente clique no botdo Add e coloque a URL de acesso da home da

Alura Shows:

http://[IP da mdquina onde o Tomcat estd rodando]:8080/alura-shows
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Burp Intruder Repeater Window Help

I Target I Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options | Use

Site map Iﬁcnpe I

(2) Target Scope

@ Define the in-scope targets for your current work. This configuration affects the behavior of tools througheout the suite. All fields take re
exclude URL paths.
Add URL to include in scope o

Include in scope

& Enable @ Specify a regular expression to match each URL component, or leave blank to
match any item. An IP range can be specified instead of a hostname. H

Edit
Protocal: l Any | vJ
Rermove »>
Host ar IP range: | http:.r.rlg2.158.S5.223:8080.|'a|ura-5how5‘1 |
Paste URL
Port: Enter regex or leave blank

Load ...
File: Enter regex or leave blank a
Exclude from scope

Enablg Paste URL | ok | [ cancel |

EY oot

Any exit

[ Add

Edit

IBEE

O Burp Suite por padrio ja comega a interceptar as requisi¢cées. Vamos pausa-la momentaneamente para que possamos
ir até a aba de login da nossa aplicagdo colocar o email e senha, para isso, no Burp Suite va na aba Proxy->Intercept e

clique no botdo para que ele fique Intercept is off, pausando assim momentaneamente as interceptacdes.

Target lPrnxyI Spider | Scanner T Intruder T Repeater T Sequencer T Decoder | Ct

_[ Intercapt T HTTF histary T\l\l’ebSoclmts histery T Options ]

Forward Crop

Raw Hex
Na sequéncia, va até a parte de login da Alura Shows e coloque o email ana@gmail.com, uma senha aleatéria, por
exemplo 12345 e pressione o botdo do Recaptcha do Google. Antes de pressionar o botdo Login volte no Burp Suite, na

aba Proxy->Intercept e clique no botdo Intercept is off para que ele fique Intercept is on reinicializando assim o

processo de interceptacdo das requisicoes. Agora podemos voltar no browser e pressionar o botao Login
Login Registrar

ana@gmail.com

\/ I'm not a robot

Feito isso, a requisicao deve ter sido interceptada pelo Burp Suite, clique com o botdo direito do mouse e selecione a

opcao Send to intruder:
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Forward Drop Intercept is on Action

Raw Params Headers Hex

— L 1 1 1 —
POST /alura-shows/login HTTF/1.1 Send to Spider _
Host: 192.168. 65.223: 8080 Do an active

User-Agent: I“Iozi'L'La,-'5.(:J (Xi!.l; Linux x86_E&4,; rv: 4?. @) Gecko/20100101 Firefox/45.0 e

Accept: text/html, application/xhtml+xml, application/xml; cE0. 9, %% =0 8

Accept -Language: en-US, en; =0.5 Send to Repeater Ctrl+R

Accept -Encoding: gzip, deflate
Referer: http: //192. 168. 65. 223: 8080/alura-shows/usuario
Cookie: JSESSIONID=G3FCLS35ESA14EDES4DFEC3E1TSCTISF

Send to Sequencer

Send to Comparer

Connection: close Send to Decoder

Content-Type: application/x-www-form-urlencoded Request in browser >
Content-Length: 53 Engagernent tools [Pro version only] [ 3
email=anz%40gmail . com&senhz=122345&login-submit=Log+In Change request method

Change body encading
Copy URL

Posteriormente, na aba Intruder, v4 até a aba Positions e posteriormente, no lado direito clique em Clear para limpar
todos os campos, na sequéncia, selecione o valor da senha 12345 e clique no botdo Add.

Payload Positions

Start attack

Configure the positions nhere payloads will be inserted inta the base request, The attack type determines the way in which payloads are assigned to paylead positions - see help for full datails.

Attack type: { Sniper

POST /alura-shows/legin HTTP/1.1 A Adds
Host: 192 168 65.223: 8080 l—J
User-Agent: Mozilla/5 @ (¥11; Linux x86_&4; rv:45.0) Gecko/20100101 Firefox/45 0 o
Accept: text/htnl, =pplication/xhtnlsil, application/snl; q=0. 9, */* =0 8 Clears
Accept-Langusge: en-US, en; g 0.5 JE—
Accept-Encoding: gzip, deflate Auto§
Referer: http: //192.168.65 223: 80B0/alura-shows/usuario; j sessionid=85453232627007EASOSCEASCE2BFE46E

Cockie: JSESSIONID=85453232627007EASOSCEAICE2BFE46E er—
Connection: close

Content-Type: application/x-www-form-urlencoded
Content-Length: 514

email=ana%48gmail . comésenha-§7858 &g - recapt cha- response=03AHhT_50dP3Z0bdINfkzt 4kNO_pg@3rx_c r¥0YSswECwOh4SDgZASFy -VITyxbHylmatNZ1 2anST1HNOASZSqVNODGL aAt gGFLkt 2gEABrghxsnFz - tUBi0AMABqzSEap95i-Zzd
9-R18RFrIM-eCAFmj C-o-sWU72L40LoR4GE_fA_wk2Nu- ryWLc6ulj doluwRfaufnlkVaCkRRdnT V] 7Zb8akuHPc2T_132 n2baLB3df 61 aIRBNGAUKOAXgIEDSy1fg_qroScFVsUTPMBATD cQRKaLDS4kgdsEZ6AN
dj rkzoiuHESZfOPInc 6F pzrExXL] bKz8qSUoF8H auf n-dMS_uEsaEj 1z5Tkadpd3HpsRuskByPADFTaxP1bgxZwrVSl khu3pshyXQ2_TxX1SCPESl ogin-submit=Log+In

Na sequéncia, na aba Payloads coloque 10 senhas de sua preferéncia, sendo que uma delas é a senha 789 que a Ana

utilizou para se cadastrar na aplicagao.

Target | Positions | Payloads T Options -]

@ Payload Sets

“ou can define one or rmore payload sets. The number of payload sets depends on the

Payload set: 1 R4 Payload court: 10

Payload type: | Simple list R4 Request court: 10

(2] Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Faste
ana
Load ... alura
alura_ana
Remove 783 >
0123
e 98765
Clear 4391
78901
ana_alura

Add

Por fim, clique no bot#o Start attack para inicializar esse ataque. Qual é o resultado? A senha 789 que a Ana havia

utilizado para se cadastrar mostrou um status HTTP 200 (OK)?

Importante: Depois do exercicio volte no aba Preferences no browser, clique na aba Advanced->Network->Settings e

selecione a opcao No proxy
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Configure Proxies to Access the Internet
® No proxy |
) Auto-detect proxy settings for this network

() Use system proxy settings

) Manual proxy configuration:

HTTP Proxy: [ 127.0.0. Port: 8080
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