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O 02
Maos a obra: Criando certificado para aplicacao

Vimos que nossa aplicagdo embora seja acessada pelo enderecos que registramos no Route 53, ndo esta oferecendo uma
seguranca para os clientes finais. Para corrigir isso, vamos criar um certificado, para que possamos assim acessar a aplicacéo

de forma segura.
Va até o painel de console da Amazon e pesquise pelo servi¢o do Certificate Manager.

AWS services

[ certi Q |

Cenrficate Manager
Frovision, Manage, and lJep@ SSLTLS Certificates

Na sequéncia, clique no botao Get Started e registre os enderecos que vocé configurou no Route 53 para que o certificado seja

valido para esses enderecos:

Add domain names

Type the fully qualified domain name of the site you want to secure with an SSL/1
asterisk (%) to request a wildcard certificate to protect several sites in the same dc
www.example.com, site example.com and images example.com.

Domain name* Remove
alura-rafaelnercessian tk N
| www alura-rafaelnercessian tk | 2]

Add another name to this certificate

Para que a Amazon crie esse certificado para nossa aplicacio, é necessdrio fazer uma validacéo para confirmar que de fato
noés somos os responsaveis pelo dominio. Devemos escolher a forma de realizar a validagéo, escolha a opcédo DNS Validation,
para que criemos um registro no Route 53 fazendo assim com que a Amazon valide devidamente que temos autonomia sobre

o dominio.

Select validation method

Choose how AWS Certificate Manager (ACM) validates your certific
own or control the domains for which you are requesting the certific
contact addresses of the domain owner.

® DNS validation

Choose this option if you have or can obtain permissior
certificate request. Learn more.

Na sequéncia, clique em Confirm and request. Na proxima tela, clique no botdo Create record in Route 53 para fazermos o

registro no Route 53 para que a Amazon faca assim a validacdo e emita o certificado para os dois enderecos que registramos:
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Domain Validation status
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Anc the ollawing CHAME record 10 the ONS configuration for your domain. The procedure for adding CHAME recards depends on

wour DNS service Provider |ean mare
Name Type Value
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Mate' Changing the DMS configuration allows ACK to isue centifinates far this domzin name for 25 1ong 32 the DNE recart existe
“You can revoke permissicn at any lime by remowing the record. Leam more.

Create record in Route 53 Amazon Route 53 DME Customers ACK can update yaur DNS configuration for vou. Leam mare
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Para finalizar, clique em Continue, esse processo de validacido podera demorar alguns minutos. No fim, deveremos ter o

certificado emitido para podermos acessar nossa aplicagao:

Status

@ Success!
Your certiicate was Issued successhully.

Status  Issued
Detailed status  The carfificate was lsued at 2016-01-02T12 8011UTC

Domain Walidation status
b alura-ratasinercessian.tk Success
b www.alura-rafaeinercessian t SuCress

Agora que temos o certificado emitido, devemos associa-lo com nossa aplicacdo que estd sendo acessada através do
CloudFront. Para isso, no painel de console inicial da Amazon, pesquise pelo servico do CloudFront e na sequéncia,

selecione o checkbox da distribuicdo que criamos nas etapas anteriores e clique em Distribution Settings:

Create Distribution Distribution Settings Delete Enable Disable

Viewing:  Any Delivery Method Any State v
Delivery Method =} = Domain Name Commi  Origin CNAMES
’ @ Web E1X3TIEKQ2J9RI d43ikidkoaZy7 clow - ec2-52-20 www.alura-rafasinerce:

Na aba General clique em Edit, na opgdo SSL Certificate escolha Custom SSL Certificate e escolha o certificado que acabamos

de criar:

ENTT Default CloudFront Cerfificate (* cloudfront net)

Choosa this oplion if you want your usars to use HTTPS of HTTP 10 access your contant
with the CloudFront domain neme (such as

hiips:lid111111abcdefs. cloudironi.netloge jpg).

Impartant If you choose this option, ClowdFront requires thet browsers or dewices support
TLSv1 of later to accass your content

Custom SS@Cenifu:ate (example.com):

Choosa this dftion if you want your usars to accass your content by using an aiternate
domain name, such as hitps:fwww example. comfiogo jpg

You can use a cerlificate stored in AWS Cerificate Manager (ACM) in the US East

(M. Virgnia) Region, or you can use a cerbficate stored in IAM

alura-rafaeinercessian. ik {318cc302-b549___ w =

Salves as alteracdes, esse processo podera demorar alguns minutos, na sequéncia, iremos tentar realizar o acesso de nossa

aplicacdo de uma forma segura com o HTTPS.
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