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O o3
Preparando o ambiente

Na VPN do tipo “Remote Access”, vamos utilizar um computador com Windows dentro do GNS para simular nosso

usudrio trabalhando de casa.
Com o projeto aberto, adicione um novo Template:

€ VPN - GNS3
File Edit View Control

B O

All devices
|Filter
B8 AT switch
“ Cisco ASAv
Cloud

q _:=; WordPress
&P ZeroShell 3.93

‘

Browse all devices

Selecione a opgdo para instalar a partir do GNS3 Server:
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@& VPN - GNS3 - a)
File Edit View Control € New template ? X
a c
5 E ® New template
Please select how you want to create a new template
All devices gmmary @®
|Filter Console
S | €% Installan appliance from the GNS3 mend
Ml oot ikl ki 0ASAV-1 vnc 192.168.13.128:5900
X b ) Importan ce Te (.gns 3 extension 0ASAv-2 vnc 192.168.13.128:5003
- Cisco ASAv () Manually create a new template pd1 fone
: net vnc 192.168.13.128:5902
Cloud chl none
ch2 none
@ Ethernet hub fariol  vnc 192.168.13.128:5901
lario2 vnc 192.168.13.128:5904
@ Ethernet switch dPress-1 telnet 192, 168,13.128:5..
0 Frame Relay swi
NAT
@& B wes i
=P e o8
webterm KTOP-641FBQL CPU 10.2%, RAM
. 3 VM (GNS3 VM) CPU 6.3%, RA...
B \yordpress
& Zeroshell 393
Next > Cancel
xroma _ Cond
A 1warning
Selecione Guests:
? X

& Newtemplate

Appliances from server
Select one or more appliances to install. Update will request the server to download appliances from our online registry,

“:I ter

Appliance name ~ Emulator Vendor
b Eirgaa
3 iuutl:rs

» Switches

Update from online registry | <Back | Imtﬁ, I Cancel

E procure pela op¢do Windows:
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& New template ? X

Appliances from server
Select one or more appliances to install. Update will request the server to download appliances from our online registry.

|Filter
Appliance name “ Emulator Vendor =
¥ Parrot0S Qemu Parrot Project
¥ Parrot0S Qemu Parrot Project
¥ Ppython, Go, Perl, PHP Docker GNS3 Team
3 Security Onion Qemu Security Onion Selutions, LLC
B Sophos iView Qemu Sophos
™ SteelHead CX 535V Qemu Riverbed Technology
= TacacsGUI Qemu TacacsGUI
= Tiny Core Linux Qemu Team Tiny Core
= Toolbox Docker Ubuntu
= Toolbox (custom) Docker Ubuntu
= Ubuntu Cloud Guest Qemu Canonical Inc.
= Ubuntu Desktop Guest Qemu Canonical Inc.
= Ubuntu Docker Guest Docker Canonical
= Ubuntu Docker Guest (custom) Docker Canonical
= Ubuntu Server Qemu Canonical Inc.
O vRIN Qemu Andras Dosztal
A o Docker webterm
Windows Microsoft
Nindows (custom) Qemu Microsoft
l- Windows Server Qemu Microsoft
™ WordPress Docker Turnkey Linux
® Zentyal Server Qemu Zentyal S.L.
» Routers
» Switches

-

|Update from online registry | | <Back Install | . Cancel

Selecione a opcido MSEdge-Win10-Vmware-diskl.vmdk e clique para fazer o “Download” da pagina da “Microsoft”:

& Install Windows appliance ? X
Required files
Please select one version of Windows and import the required files. Files are searched in your downloads and GNS3 images directories by default -
A
Appliance version and files Size  Status
~ Windows vers 0 w/ Edge 6.8 GB Ready to install

o~ GB Found on GNS3 VM (GNS3 VM)

~ Windows version 10w/ Edge (Preview) 10.2 GB sing files
MSEdge_-_Win10_preview.vmdk 10.2 GB Missing

~ Windows version 8.1 w/ IE11 53 GB Missing files
IET1_-_Win8.1-disk1.vmdk 53GB Missing

~ Windows version 7 w/ IE11 3.8GB Missing files
IE11_-_Win7-disk1.wmdk 3.8GB Missing

* Windows version 7 w/ IE10 3.8GB Missing files
IE10_-_Win7-disk1.vmdk 38GB Missing

~ Windows version 7 w/ IE9 3.8GB Missing files
IE9_-_Win7-disk1.vmdk 3.8GB Missing

* Windows version 7 w/ |E8 3.9GB Missing files
IE8_-_Win7-disk1.vmdk 3.9GB Missing

Import ‘ Download Allow custom files | Create a new vers'nn| | Refresh

Appliance info | <Back | Next > | cCancel

O botdo redireciona para a pagina de “Download” da “Microsoft”. Clique na op¢do VMware e faca o “download” do

arquivo:
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® Virtual Machines

o ﬁ} microsoft.com

=. Microsoft | Microsoft Edge Developer Reference Extensions  Support  Careers O Sign In

Home \ Tools \ VMs

Virtual Machines

Test IE11 and Microsoft Edge Legacy using free Windows 10
virtual machines you download and manage locally

Windows 10 with Legacy Microsoft Edge and Internet Explorer 11

Choose a VM platform:

VirtualBox > Vagrant > HyperV (Windows) >
e
‘ VMware (Windows, Mac) > ) Parallels (Mac) >

(DBefore installing, please note: v

Voltando ao GNS, basta agora clicar na op¢ao Import e apontar o caminho onde o arquivo foi salvo:

@ Install Windows appliance ? X
Required files
Please select one version of Windows and import the required files. Files are searched in your downloads and GNS3 images directories by default -
Appliance version and fil Size Status
~ Windows version 10 v.yEdge 6.8 GB Ready to install

MSEdge-Win10-VMware-disk1.vmdk Found on GNS3 VM (GNS3 VM)

~ Windows version 10 w/ Edge (Preview) 10.2 GB Missing files
MSEdge_-_Win10_preview.vmdk 10.2 GB Missing

~ Windows version 8.1 w/ IE11 53 GB Missing files
IE11_-_Win8.1-disk1.vmdk 53GB Missing

~ Windows version 7 w/ IE11 3.8GB Missing files
IE11_-_Win7-diskl.vmdk 3.8GB Missing

~ Windows version 7 w/ IE10 3.8GB Missing files
IE10_-_Win7-disk1.vmdk 38GB Missing

~ Windows version 7 w/ IE9 3.8GB Missing files
IES_-_Win7-disk1.vmdk 3.8GB Missing

* Windows version 7 w/ IE8 39GB Missing files
IE&_-_Win7-disk1.vmdk 39GB Missing

Download Allow custom files | Create a new version Refresh
Appliance info < Back Next > l Cancel

Clique em Yes e, em seguida, Next para concluir a instalagdo:
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Required files
Please select one version of Windows and import the required files. Files are searched in your downloads and GNS3 images directories by default

Appliance version and files

Windows version 10 w/ Edge

MSEdge-Win10-VMware-diskl.vmdk 6.8 GB Found on GNS3 VM (GNS3 VM)

Size Status
6.8 GB Ready to install

Windows version 10 w/ Edge (Preview) 10.2 GB Missing files

MSEdge_-_Win10_preview.vmdk
Windows version 8.1 w/ IE11

IE11_-_Win8.1-disk1.vmdk
Windows version 7 w/ IE11

10.2 GB Missing
53GB Missing files
53GB Missing
3.8GB Missing files

-
—

IE11_-_Win7-disk1.vmdk
= Windows version 7 w/ IE10
IE10_-_Win7-disk1.vmdk
* Windows version 7 w/ IE9
IE9_-_WinT-disk1.vmdk
* Windows version 7 w/ |E8
IE8_-_Win7-disk1.vmdk

38GB Missina
& Appliance X

Would you like to install Windows version 10 w/ Edge?

=) w

Allow custom files | Create a new version | | Refresh
o Ty
Appliance info | < Back “ Cancel

Pronto, a imagem jd esta instalada.

Voltando ao nosso projeto no GNS3, arraste o icone do recém adicionado Windows 10 para a drea de trabalho:

& VPN -GNS3 - X
Eile Edit View Control Annotate Tools Help
il - e, ¢
&= O BC Bmlllo/ RAE
All devices * | Topology Summary @x
|Fiter Node Console

PR » © CiscoASAv-1 vnc 192.168.13.128:5900
Y AT suitc [ 1 @ CiscoASAv-2 vnc 192.168.13.128:5903

»
n
- €Y cisco asav N » @ Cloud none
L ] » © Intemet  vnc192.168.13.128:5902
Cloud 200.10.0.254 » € switch1 none
o

200.20.0.254 : Switch2 none

»

»

@ Ethernet hub @ Usuariol  vnc 192.168.13.128:5901
@ Usuario2  vnc 192.168.13.128:5004
© WordPress-1 telnet 192. 168.13.128:5

@P Ethernet switch

=
05—
o
=
9

B vpes
Servers Summary E3]
» ) DESKTOP-541FBQL CPUB.9%, RAM 5..

» ) GNS3 VM (GNS3 VM) CPU 5.5%, RA. .

webterm

{ Windows
g WordPress
&) Zeroshell 393
Cloud1
Interno - 10.0.0.3
10.0.0.2 NAT - 200.10.0.3 |
Empresa A ] =
tiew template ] »

A\ 1waming

Se quiser, altere o hostname para UsuarioRemoto e o icone do novo elemento, a exemplo do que fizemos com os

firewalls:
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UsuarioRemoto

200.10.0.254
200.20.0.254

e . e e e .
H

Faca a conexdo do UsuarioRemoto com a nuvem de internet:

200.10.0.254

200.20.0.254

. WordPress-1 Usuario2
Usuariol _ 20.0.0.2

e AR A A —

Dé o “start” no Windows 10 e, em seguida, abra a console:
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UsuarioRemoto

-
200.30.0.1 % Configure

€ Conma>
T

" Suspend

[ Stop

C Reload

200.20.0.254

Cisco. 2 Custom console
[ Change hostname
6 m Change symbol

200.20.0.1

Duplicate
20.20.0.1
Show node information
Show in file manager

Bring to front

[
WU e e

Raise one layer
Lower one layer
a Lock item

E] Delete

A

Por padrio, a senha para fazer login nessa estacéo sera: PasswOrd!.

O préximo passo, é adicionar um IP na placa de rede do Windows 10. Vamos adicionar o IP 200.30.0.1:

ion Ren
l‘:?l Ethernet Properties A
Networking
— i
" Internet Protocol Version 4 (TCP/IPv4) Properties X
General
Th  You can get IP settings assigned automatically if your network supports
—  this capability. Otherwise, you need to ask your network administrator
B for the appropriate IP settings.
C
§ (C) Obtain an IP address automatically
E (®) Use the following IP address:
K IP address: [200.3 .0 .1 |
E Subnet mask: | 255.255.255. 0 |
| Default gateway: [200.30 .0 .254|

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: [ : . . |

Alternate DNS server: [ : 4 . ]

- [] validate settings upon exit TR i)

1 item

= =l

N3o se esqueca de configurar o IP do lado da “Internet”, abrindo a console da nuvem de Internet (botdo direito e, entdo,
console):
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200.30.0.254

Internet

200.10.0.254
________ . —~
1
200.10.0.254 Internet
::::::;Ff"’).
|
tisde
).10.0.1
|
|
|
1
|
: |
5 |
=
|
|
|
rdPress-1|
|
10.0.0.3 !

Digite I para entrar na op¢do IP Manager:

QEMU (Internet) - TightVNC Viewer
BEHED N S| ® A mA @

ROSH

Hostname : zeroshell.example.com
CPU (1) : QEMU Virtual CPU wversion
Kernel : 4.14.83

Memory : 249108 kB

Uptime : 0 days, 00

Load i 0.62 0.1 5

Profile : DEFAULT PROFILE

COMMAND MENU
<{A> Installation Manager
<D> Profile Manager
Shell Prompt
Reboot
Shutdown
Utilities
<W> WiFi Manager

Digite A para adicionar um IP em alguma interface:

<. 200.20.0.254
e~

L@( Configure

P> Start
Suspend
I Stop
' Reload
7] Custom console
by Change hostname
4 Change symbol
[ Duplicate
(?) Show node information
& Show in file manager
£ Bring to front

=3 Raise one layer

=»

& Lockitem
7] Delete

Lower one layer

April

.9+ 3315MHz

p:/7192. 16¢ .
admin
zeroshell

Change admin password

Show Routing Table

Show Firewall Rules

Show Network Interface
Mode
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Intel Corporation 82540EM Gigabit Ethernet Controller (rev 03)
Status: No link detected

Intel Corporation 82540EM Gigabit Ethernet Controller (rev 03)
Status: No link detected

Default Gateway: none

COMMANDS

A> Add IP addressg (D> Delete IP addre:
Modity IF addr > et Default Gateway
Change Interfa status {H> Dynamic IP configuration
Show Info 0> Quit

Em seguida, preencha o prompt de menus com as informacgoes.
Vamos adicionar o IP 200.30.0.254, médscara 255.255.255.0 na interface ETH02:

QEMU (Internet) - TightVNC Viewer L& —_— O 4
BEHED Il & o Aot A Q@ Q|
Intel Corporation 82540EM Gigabit Ethernet Controller (rev 03)
Status: Mbss Full Duplex
y s 255.255.255.0 (up)

Intel Corporati 82540EM Gigabit Ethernet Controller
Status: Full Duplex

Intel Corporation 82540EM Gigabit Ethernet Controller
Status: No link detected

Intel Corporation 8Z2540EM Gigabit Ethernet Controller (rev 03)
Status: No link detected

Default Gateway: none

1<

fidd IP address )> Delete IP address
Modify IP addre et Default Gateway
Change Interface status (H> Dynamic IP configuration
Show Info Q> Quit

Interface [ETHOO]: ETHOZ
IP: 200.30.0.254
Netmask [255.255.255.01:

" Interface: ETHO02 IP: 200.30.0.254 Netmask: 255.255.255.0 **

Abra agora a console do firewall da Empresa A e adicione uma “access-list”, permitindo o trafego do usudrio para dentro

da Empresa A:

https://cursos.alura.com.br/course/seguranca-redes-protegendo-dados-vpn/task/77917 9/10



01/07/2020 Segurancga de redes: Aula 4 - Atividade 3 Preparando o ambiente | Alura - Cursos online de tecnologia

BEHED N S Ao Al @ Q @ & [

arning: ASAv platform license state is Unlicensed.
nstall ASAv platform license for full functionality.

_
| BB QEMU (CiscoASAv-1) - TightVNC Viewer - o x|
|
|

Warning: v platform license state is Unlice _
Install ASAv platform license for full functionality.

ess extended permit ip hos 0.20.0.1 any
tomap extended permit ip 0.0.0 255.255.255.0 object E

permit

permit

g permit
(config)#

"’” ASA01# conf terminal ASA01(config)# access-list Outside_access permit ip host 200.30.0.1 any “**

Pronto! Agora o UsuérioRemoto ja tem acesso aos recursos da Empresa A. Abra o Windows 10 e faga o teste, chamando o

IP 200.10.0.3:

QEMU (UsuarioRemoto) - TightVNC Viewer - x
BEHED I 2 @A Qe aa|H

x| [ Can't reach this page

200.10.0.3/wp-

TurnKey Linux — Just another WordPress site

Welcome to
WordPress!

Getting started...

+ [Login/as admin and get blogging!

: 3 2037
® m 9§ O 9 M T NO S e N ED s B
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