24/04/2020 Seguranca web em Java: Aula 4 - Atividade 2 Maos a obra: Interceptando a requisigéo | Alura - Cursos online de tecnologia

O o2
Maos a obra: Interceptando a requisi¢cao

Vamos agora utilizar o Burp Suite para interceptar a requisicdo do login e forcarmos assim varias senhas com o objetivo

de descobrir de forma automatizada a senha que a Ana se cadastrou na aplicacio da Alura Shows.

Para isso vamos até a maquina do hacker, o Kali Linux e clicamos no icone do Burp Suite:
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E posteriormente siga os passos até inicializar o Burp Suite. Feito isso, o primeiro passo sera configurar a URL das quais
queremos interceptar as requisi¢oes. Clique na aba Target->Scope, posteriormente clique no botdo Add e coloque a URL

de acesso da home da Alura Shows:

http://[IP da maquina onde o Tomcat estd rodando]:8080/alura-shows

Burp Intruder Repeater Window Help

I Target I Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options | Use

Stte rmap IScnpe I

(2) Target Scope
@ Define the in-scope targets for your current work. This configuration affects the behavior of tocls throughout the suite. All fields take re
exclude URL paths. - ~
Add URL to include in scope o
Include in scope
Add Enable @ Specify a regular expression to match each URL compenent, or leave blank to
' match any tern. An IP range can be specified instead of a hostname. H
Edit
Protocal: l Any | v]
Remove »>
Host or IP range: | hh‘:p:.f.leZ168.55.223:8080Ia|ura-show541 |
Paste URL
Port: Enter regex or leave blank
Load ...
File: Enter regex or leave blank a
Exclude from scope
| Add | | Enable Paste URL oK Cancel
Edit @ Any oY
& Ary exit
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O Burp Suite por padréo ja comeca a interceptar as requisi¢cées. Vamos pausa-la momentaneamente para acessarmos a
pagina de login e fazermos os devidos ajustes no browser. Va na aba Proxy->Intercept e clique no botdo para que ele

fique Intercept is off, pausando assim momentaneamente as interceptagoes.

[ Target m Spider T Scanner T Irntruder T Repeater T Sequencer T Decoder TE

_[ Intercept T HTTP histary T WebSockets history T Options ]

Forward Crop Intercept is off Action

Raw Hex

Ainda no Kali Linux, va até o browser e acesse a parte de login da aplicacéo da Alura-Shows. Na sequéncia, vamos

configurar o browser para enviar as requisicdes passando pelo Burp Suite. Va até a aba Preferences:

&  Cut s Copy & Paste
= 100% +
O oo O
New Window  New Private Save Page
Window
a o &
Print History Full Screen
Find Preferences Add-ons

Na sequéncia, clique na aba Advanced->Network->Settings

Advanced ®

General Data Choices Network | Update Certificates

ntent

M Applications Connection
Configure how Firefox connects to the Internet Settings...

o Pri

Cached Web Content
Your web content cache is currently using 56.5 MB of disk space Clear Now

Override automatic cache management
& Advanced Limit cache to 350 MB of space

E configure para ser utilizado o Proxy com o endereco IP 127.0.0.1 e porta 8080, com isso os dados serdo passados pelo

Burp Suite.

® Manual proxy configuration: ]

HTTP Proxy: | 127.0.0.1 | Bort: | 8080 [:

Agora que fizemos essa configuracdo no browser, volte para a aba Proxy->Intercept e clique no botdo para reativar a

interceptacdo
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[ Target T Praoxy T Spider T Scanner T Intruder T Repeater T Sequencer | Dec

_[ Intercapt T HTTF history T WebS ockets history T Options ]

Forward Drop Intercept is on | Action

Faca o login com o e-mail **ana@gmail.com** e uma senha aleatéria, por exemplo, 12345, essa requisi¢do deve ser

interceptada pelo Burp Suite. Na sequéncia, clique com o botdo direito do mouse e envie para o Intruder:

Forward Drop Intercept is on | Action

Raw Params Headers Hex

1 L I I 1 I
POST /alura-shows/login HTTF/1.1 Send to Spider

Host: 192 168. 65. 223: B0BO Do an active scan

User-Agent: Mozillass. 0 f)(:!.l; Linux x86_64; r: 4?. 0) Gecko/20100101 Firefox/45.0 CtrlH

Accept: text/html, application/xhtml+xml, application/xml; cE0. 9, %/ =0. 8

Accept -Language: en-US, en; gF0.5 Send to Repeater Ctrl+R
Accept-Encoding: gzip, deflate Send to Sequencer

Referer: http: //192. 168. 65. 223: 8080/alura-shows/usuario

r Send to Comparer
Cookie: JSESSIONID=63FClS35ESA14EDBS4DFEC36175CTLSF

Connection: close Send to Decoder

Content-Type: application/x-www-form-urlencoded Request in browser >
Content-Length: 53 Engagement tools [Pro version only] [ 2
email=anz%40gmail . com&senha=123458Login-submit=Log+In Change request method

Change body encoding
Copy URL

Va até a aba Positions e posteriormente, no lado direito clique em Clear para limpar todos os campos, na sequéncia,

selecione o valor da senha 12345 e clique no botdo Add.

(2) Payload Positions

Start attack
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload posttions - s2e help for full dtails
Attacktype: | Sniper |v]
POST /alura-shows/login HTTP/1.1 & Adds
Host: 132.168.1. 102: 8080
User-Agent: Mozilla/5 @ (¥11; Linux x86_64; rv:45 0) Gecko/20100101 Firefox/45. 0 .
Accept: text/html, application/xhtml+xml, spplication/xml;ce0. 3, %/% =0, 8 Clears
Accept-Language: en-US, en; ¢=0. 5 JE—
Accept -Encoding: gzip, deflate Auto§
Referer: http://192 168.1.102: B080/alura-shows/logout
Cookie: 1SESSIONID=A2023344BB086FS63EAT24294298CFF8 Refresh
Connection: close

Content-Typs: application/x-wiw-farm-urlencoded
Content-Length: 53

email=anz40gnail . condsenhz=5123458] ogin-submit=Log+In

Depois va na aba Payloads e insira 10 senhas de sua preferéncia, sendo que uma delas deve ser a senha correta que a

Ana utilizou para se cadastrar na Alura Shows. No nosso caso, a senha é 789

Target | Positions | Payloads T Qptions -]

(7) Payload Sets

You can define one or more payload sets. The number of payload sets depends on the

Payload set: 1 R4 Payload court: 10

Payload type: | Simple list v Request court: 10

(2) Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste
ana
e alura
alura_ana
Remowve 783 >
0123
e 98765
Clear 4321
7B201
ana_alura

Add

Para finalizar clique no botZo Start Attack no canto superior direito. Qual é o resultado? Alguma delas indicou um status

HTTP 200 (OK)?

Importante: Com essa configuragido do Proxy, ao fecharmos o Burp Suite, perderemos o acesso a internet. Dessa forma,

depois do exercicio volte na aba Preferences no browser, clique na aba Advanced->Network->Settings e selecione a
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opgao No proxy

Configure Proxies to Access the Internet
@®No proxy
) Auto-detect proxy settings for this network

) Use system proxy settings

) Manual proxy configuration:
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